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Background.

Penelope Case Management Software is a
leading client information system used
successfully by a broad range of social service
providers - including case management,
disability support, mental and behavioral
health, domestic violence programs / shelter
services, military family services, outreach and
education services.
Penelope is powerful yet easy-to-use webbased software that is hosted by Athena
Software securely on the cloud. Penelope
delivers an impressive return on investment by
integrating all aspects of your organization's
scheduling / calendaring, clinical notes, service
planning, service delivery tracking, billing,
outcomes evaluation, reporting, referrals, waitlisting and documentation needs in one
innovative and intuitive package.
Athena clients around the globe store
confidential client information in Penelope that
is protected by data privacy and security
legislation. Within the U.S., for example, the
majority of Athena’s clients are Covered Entities

under HIPAA/HITECH ACT for whom Athena is
considered a Business Associate. Data may be
protected by PIPEDA in Canada, the Privacy
Act 1988 in Australia, the E.U. Data Privacy
Directive, and/or other statutes.
This document summarizes Athena Software’s
Risk Management Framework and describes
the administrative, technical and physical
safeguards used to ensure the confidentiality,
integrity and availability of data stored in
Penelope. Included are both the safeguards
Athena has put in place as a trusted partner of
your organization and also the ways in which
Penelope can support your organization’s
efforts to implement secure policies and
procedures and meet your legislative
requirements.
NOTE: It is up to each organization to
ensure that they meet their own legislative
requirements and that they are satisfied
that the provisions described herein are
reasonable and appropriate for their
organization.

risk Management
framework.
Athena Software uses a comprehensive risk
management framework modelled after NIST
SP 800 37 rev1 and NIST SP 800-39. A formal
risk management team, with I.T., R&D and
executive representation, evaluates ongoing
audits and incidents, conducts an annual multifaceted risk assessment and implements the
resulting risk response plan.

a security audit was conducted by Grant
Thornton in 2013.

The risk assessment approaches used include
threats-based analyses (as per NIST SP800 30
r1), business process and information system
analyses and penetration testing for our hosting
facilities. Risk owners are also identified within
each business unit for monitoring and
escalation, impact analysis and reporting to the
risk management team.

As such, Athena’s policies and practices are
subject to change at Athena’s discretion;
Athena’s policy changes will never result in a
material reduction in the level of security
specified herein. The level of security described
herein also assumes that clients are running upto-date versions of Penelope and is not claimed
for older versions of the software. It is the
responsibility of each organization to ensure
that their software is up-to-date.

Athena has also developed a comprehensive
s e t o f p o l i c i e s a n d p ro c e d u re s w i t h
accompanying staff training programs that
govern all activities relating to the protection of
confidential data, including protected health
information (PHI). Finally, Athena conducts
periodic third-party security audits; for example,

Athena is continuously improving our practices
and security provisions within Penelope, our
hosting environments and our business
operations, in part to respond to a continuously
changing threat environment.
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This section describes how Athena Software, in
its capacity as a trusted partner, Business
Associate and software provider, can assist
your organization in achieving administrative,
physical and technical safeguards that ensure
the confidentiality, integrity and availability of
your sensitive and protected client data.
It is up to each organization to ensure that they
meet HIPAA/HITECH or other legislative
requirements and that they are satisfied that the
provisions Athena/Penelope provides are
reasonable and appropriate for their organizational
requirements. Athena Software complies with
HIPAA legislation as a Business Associate of
Covered Entities.

With Athena data hosting, your organization will
benefit from the technical and physical
safeguards afforded by our hosting environment
as well as Penelope’s security features.
For U.S.-based clients, a Business Associate
Agreement is always required for those
organizations using our SaaS services and is
also required if Athena accesses your database
(e.g. to build documentation) or provides
professional services through which it is
possible that PHI could be disclosed by your
staff to us.

Athena/Penelope’s role in assisting your
organization in its efforts to be compliant with
business and legislative requirements depends
on the nature of the services being provided.
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administrative Safeguards.
SECURITY MANAGEMENT PROCESS: Athena uses a
risk management framework based on the
guidelines specified in NIST SP800 37 rev1 and
c o n d u c t s c o m p re h e n s i v e a n n u a l r i s k
assessments following NIST SP800 39 and
NIST SP800 30 rev1. As of June 2016,
Athena Software is ISO/IEC 27001:2013
certified, and has adopted and implemented
information security policies and procedures in
relation to: management responsibility for
security, information asset ownership and
classification, physical and logical access
security, network, media and O/S security
management and control, transmission and
authentication, audit and monitoring, inventory,
configuration management and change control,
risk assessment, mitigation and remediation,
vulnerability management, incident reporting
and incident management, compliance
reporting, workforce security training and
sanctions.
R

ISO/IEC 27001:2013
REGISTERED COMPANY
Certificate No. CIT1018

ASSIGNED SECURITY RESPONSIBILITY: Athena’s
risk management framework identifies staff
responsible for the development and
implementation of policies and procedures
within each business unit as well as those
responsible for approval processes, compliance
monitoring and application of sanctions for
non-compliance.
WORKFORCE SECURITY: Athena has implemented
highly restrictive access policies and
procedures based on the principle of Minimum
Necessity in our provision of services. Least
privilege access rights and secure access
procedures are used in the maintenance of
servers and application of database upgrades
including controlled use of administrative
privileges, encrypted sessions, secure
authentication, auditing/monitoring and risk
review.
Using the principle of MINIMUM NECESSITY means
that Athena limits our exposure to protected health
information to the minimum necessary to
accomplish the intended purpose, and in the
majority of instances it is not necessary for us to
view or acquire PHI at all while completing
authorized service requests.

data
Security.
INFORMATION ACCESS MANAGEMENT: Athena
Software has implemented policies and
procedures for authorizing access to ePHI and
the databases and servers that store ePHI
based on need to know and least privilege.
Athena authorizes our staff to perform specific
types of services requests based on expertise
and security training.
Athena collects and stores the names of
individuals within our client organizations who
are authorized to make security-related
requests, such as service requests involving
use or disclosure of PHI, as well as the
individual authorized to make technical
security-related requests such as Penelope
update requests and ODBC access requests.
Athena uses a formal authorization and logging
process for all services that involve the creation,
viewing, deletion, and transmission of ePHI, as
well as any requested services that require
access to your database (see also: security
incident tracking below).
SECURITY AWARENESS AND TRAINING. Athena has
implemented a security awareness and training
program for all members of its workforce
(including management). General awareness
and customized role-based training is provided
to staff as appropriate. Periodic re-training is
implemented in response to environmental or

operational changes that affect the handling or
security of ePHI. In addition, periodic security
reminders are sent to staff to facilitate the
implementation of policies and procedures,
notify staff of any updates to them, and
implement training/re-training programs. Staff
training includes topics covering staff roles in
protecting against malicious software, secure
password management, and monitoring of login attempts.
Additional one-on-one review is available as
desired and a process is in place to collect
feedback and provide clarification. All staff also
sign a statement of understanding following
training and review of relevant policies and
procedures, ensuring that they not only
received training but to confirm that they have
understood expectations and have read and
understood our policies and procedures.
SECURITY INCIDENT PROCEDURES: Athena has
implemented security incident policies and
procedures that include detailed logging of all
actual and suspected incidents with breach risk
assessment and compliance reporting where
applicable as per the specifications in the
HIPAA omnibus rule. Athena’s security incident
tracking includes (but is not limited to) logging
of all uses and disclosures of ePHI to or by
Athena whether authorized or not.
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Penelope can assist your organization with
implementing your policies and procedures to
ensure that members of its workforce have
appropriate access to electronic PHI and to
prevent those workforce members who do not
have access from obtaining access.
Authenticated and configurable user accounts
mean that all staff requiring any level of access
to Penelope have a named user account
configured based on “need to know” access.
Penelope’s concurrent user pricing model
ensures that even occasional users can have
their own authenticated user account for the
system (see technical safeguards below).
Role-based user groups in Penelope and
detailed security classes allow organizations to
create and enforce strict access controls both
across and within client records.
Altering authorized access or terminating
access is easily maintained by workforce
members with appropriate privileges.
Optional ODBC access is also authenticated by
user and can be restricted by IP.

PROVISIONS WITHIN PENELOPE APPLICABLE FOR
YOUR STAFF TRAINING AND AWARENESS PROGRAM:
Part of your staff training and awareness
program will include providing best security
practice information about creating and
protecting secure passwords, avoiding
malware, workstation security and login
monitoring, among other topics.
In addition to the information provided
elsewhere in this document, users should be
made aware that Penelope monitors all login
and logout activity and tracks unsuccessful
login attempts.
Users are locked out after five unsuccessful
attempts and accounts must be unlocked by a
system administrator.
All log-in attempts are logged in the stdout
audit log and the user login / logout audit log.
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CONTINGENCY PLANNING: Athena has developed
emergency response and disaster recovery
policies and procedures for both nonadversarial (e.g. natural disaster) and
adversarial (e.g. vandalism) threats to ePHI
stored in databases at our hosting facilities.
The policies and procedures include ER/DR
exercises with test databases to ensure team
readiness in the face of an emergency resulting
from a variety of scenarios and an emergency
mode operation plan to ensure business
continuity in the face of disruption or disaster.
Daily backups of all databases and attachment
directories are stored at a secure co-location.
Athena’s ER/DR plan is reviewed annually as
part of our annual risk assessment and also on
an ongoing basis in response to any applicable
system changes.

Each organization will also need to develop
policies and procedures around creating or
accessing:

(i) attachments in Penelope (which can be
downloaded locally to a workstation)
(ii) pivot tables and other data queries/export
files
(iii) information printed from Penelope
NOTE: user account passwords are encoded
and are therefore irretrievable by anyone
irrespective of access rights.
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PERIODIC TECHNICAL AND NON-TECHNICAL
EVALUATION: Athena’s risk management
framework identifies security officials within
each business unit responsible for ongoing
monitoring of compliance, impact and
effectiveness of privacy and security policies
and procedures that are developed by the risk
management team. Periodic feedback is
provided to the risk management team and
incorporated into the annual risk assessment
unless more immediate action is deemed
appropriate by the team. In addition, all
technical changes made by Athena through
component upgrades, server environment
changes, network configuration and Penelope
enhancements are evaluated for their impact
on the security of ePHI.
BUSINESS ASSOCIATE CONTRACTS: Athena
provides all U.S. clients that are covered
entities under HIPAA with a Business Associate
Agreement updated as per the requirements of
the HIPAA omnibus rule. Organizations can
also provide their own BA Agreement for
Athena to review. It is the responsibility of each
organization that is a Covered Entity under
HIPAA to ensure that there is a Business
Associate Agreement in place with Athena
where required.

hosting
Services.
Our SaaS offerings allow you to focus on your core
business, reduce risk and save money from outsourcing
your data hosting, application management, data
protection and much of your disaster recovery needs to a
provider trusted by organizations around the world.
•

•

•
•
•
•
•
•
•
•
•
•
•
•
•

production servers in Tier1/Class “A” data centre with ISAE
3402, SSAE 16 (SOC 1 Type 2 and SOC 2 Type 2) and
CSAE3416 certifications
redundant internet connectivity, redundant power supply
(including diesel generator backup), escorted access,
advanced temperature control, non-liquid fire suppression,
exceptional physical security (e.g. retinal scan authentication)
symmetrical broadband bandwidth (w/ high upload speeds)
encrypted daily backups and log files stored off-site in secure
data facility
99.99% uptime guarantee
industry-standard secure data encryption in transit and at
rest
multi-layered access control with highly restricted access
IDS/IPS and Firewall protection with system monitoring and
alerts
virtualization security
optional restriction by IP address
99.99% uptime over past 5 years
back-end access via secure, authenticated ODBC accounts
audited access based on principles of least privilege and
minimum necessity occurs over encrypted sessions
component redundancy, secure configuration and upgrades
as available
vulnerability assessment and penetration testing

PENELOPE

SOFTWARE AS
A SERVICE

RISK MANAGEMENT
FRAMEWORK
LOCALIZED
PROVISION

HIGH AVAILABILITY
+ PERFORMANCE
EASY FOR YOUR
IT DEPARTMENT
HIPAA/ PIPEDA/
HITECH COMPLIANCE
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physical Safeguards.
PHYSICAL ACCESS CONTROLS: Athena uses the
principle of least privilege that limits physical access
to the hosted Penelope servers and the facilities in
which they are housed on a strict need-to-know
basis. Physical access is centralized to one
authorized person, with a few additional staff
authorized only under exceptional circumstances
(e.g. where required by our contingency plan).
Athena’s data hosting facilities have many physical
safeguards including staff authentication via multiple
methods (e.g. photo ID, retinal scanner), escorted
access, video surveillance and networked security
cameras (low-light technology). Within the facilities,
additional safeguards restrict access to the
Penelope servers to Athena staff. Physical access
to the facilities occurs for the purposes of
installation or support of the servers and all activities
are well-documented by Athena. Most access to
the facilities occurs via secure remote access rather
than physical access (see technical safeguards
below).
WORKSTATION USE: Athena has implemented policies
and procedures to ensure the physical security of
workstations used to maintain the servers, perform
services that may involve ePHI and store access
information to Penelope databases. The specific
functions, authorized roles, procedures for
performing and documenting those functions and
the physical environment of the workstations are
defined.
WORKSTATION SECURITY: Athena’s policies and
procedures ensure that workstations used to

maintain the servers containing ePHI, perform
services that may involve the viewing or acquisition
of ePHI or store access information to Penelope
databases are accessed only by authorized staff
using authenticated accounts both for the
workstation itself and for the ePHI or server.
Workstations are in locked and alarmed premises
only accessible to Athena staff and sensitive data is
stored in encrypted drives.
DEVICE AND MEDIA CONTROLS: Athena has
implemented policies and procedures to address
the final disposition of ePHI and/or hardware on
which it is stored. Unsolicited ePHI sent via email is
immediately deleted from the staff workstation and
removed from the ‘trash.’ Electronic PHI that is
transmitted to us to complete an authorized service
request (e.g. data migration) is deleted and
permanently removed from the workstation upon
service completion. All copies of a Penelope
database (including backups and attachments) are
deleted from our servers and the disk is scrubbed
following termination and acknowledgement that
data has been received and can be accessed by
the former licensee. All services and other incidents
involving deletion of ePHI are documented in detail
as per our security incident tracking protocol. If you
transmit ePHI to Athena via electronic media, we
will delete all ePHI from the media prior to disposal.
Athena maintains records of the movements of all
hardware and electronic media. A retrievable exact
backup copy of Penelope databases containing
ePHi is created before any maintenance, upgrades
or movement of equipment is performed.
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technical Safeguards.
ACCESS CONTROLS: Athena’s access control
and authentication policies and procedures
ensure that access to Penelope servers at any
of our data facilities is restricted to authorized
staff via multi-layered, two-factor authenticated
accounts.
ODBC access to Athena hosted databases to
perform a service in response to a written
authorized request from your organization is
authenticated by name/password and IP.
Access to a client database through the user
interface (i.e. via a Penelope login account) is
provided by, and is therefore the responsibility
of, your organization.
However, Athena does require minimum
secure standards for server access and a
secure user account configured based on
need-to-know access with secure login
credentials for UI access. All access is
documented in detail.
All access to Penelope servers at our hosting
facilities is automatically terminated after a
period of inactivity if not manually terminated.

ODBC access to Penelope databases on our
servers also expires on a predetermined date
based on the specific request if not manually
terminated. User login sessions to Penelope
also terminate after a period of inactivity
determined by the organization.
All access to ePHI stored on servers hosted by
Athena is encrypted in transit as per Athena’s
transmission policies and procedures.
Access to your hosted database must use
SSL encryption; the minimum level of
encryption used is 128-bit AES or RC4 with a
2048-bit key.
Any data that is transported on physical media
from Athena Software to your organization is
encrypted using a minimum of 128-bit AES
encryption and requires a lengthy passkey to
open composed of a random mix of alphanumeric, upper and lower case letters as well
as special characters.
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Provisions within Penelope that assist your
organization with implementing technical policies
and procedures to allow access only to those
persons that have been granted access rights to
systems containing ePHI:
UNIQUE USER IDENTIFICATION: Penelope login
accounts uniquely identify users via a systemgenerated unique ID number as well as by their
login name and password. Organizations
determine the login name for each user.
Password settings can be configured by an
organization to enforce secure standards
including minimum length, number of letters,
numbers and non-alphanumeric characters.
Organizations can also implement a password
reset reschedule.
ENCRYPTION: Passwords are encoded (i.e. not
stored in clear text and cannot be unencrypted)
and are therefore not accessible to anyone
irrespective of access. Within Penelope, many
screens contain a user login name and time
stamp for record creation and modification.

Data stored in Penelope databases on Athena’s
servers are securely encrypted in transit using
industry best practice standards. Any data
transferred to an Athena client outside of
Penelope is encrypted.

TRACKING OF USER ACTIONS: All user activities
within the system are tracked in a
comprehensive chronological stdout audit log.
ACCESS CONTROL: Access to information within
Penelope is hierarchical based on need to know
and alterations to access can easily be made by
users with the appropriate authorization. As
such, access to client records in an emergency,
for example, can be accomplished via
escalation or alternations in account
permissions.
Penelope user sessions are automatically
terminated after a period of inactivity set by the
organization through a combination of system
and server configuration settings.

data
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AUDIT CONTROLS: Athena has implemented audit
controls on our servers that record and examine
the activity in information systems that contain
ePHI. Multiple controls have been implemented
to track both authorized and unauthorized or
suspicious activities. Audit logs track backend
access via postgres user accounts and frontend access via activity logs. Detailed records of
incidents involving access to ePHI, databases
storing PHI and servers housing information
systems with PHI are also kept.
DATA INTEGRITY: Athena has implemented
policies and procedures to protect ePHI from
improper alteration or destruction and to verify
that a person or entity seeking access to ePHI
is the one claimed. Electronic mechanisms are
in place to corroborate that ePHI has not been
altered or destroyed in an unauthorized manner.
Athena has implemented policies and
procedures that require staff to obtain written
a u t h o r i z a t i o n f r o m a n o r g a n i z a t i o n ’s
documented HIPAA or designated security
official via their organizational email account on
file to verify that a person seeking access to
Penelope is the one claimed, in the event that a
request is made of Athena to reset a password
for a system administrator account where no

staff have access to create accounts or login as
a system administrator.
Athena also requires that all ODBC accounts
are authorized by the documented HIPAA or
designated security official on file and that all
accounts are named, password protected and
restricted to the external IP of the site requiring
access.
TRANSMISSION SECURITY: Athena has implement
ed technical security measures to guard against
unauthorized access to ePHI being transmitted
over an electronic communications network.
Data integrity controls are in place that ensure
electronically transmitted ePHI is not improperly
modified without detection. A security certificate
from a valid signing authority verifies the
connection to the appropriate server. All data is
encrypted in transit using a minimum of 128-bit
AES encryption. Data is also encrypted at rest
on HIPAA servers. Data may be temporarily
stored on Athena staff workstations as required
to complete an authorized service request.
Athena’s policies and procedures ensure that
any data temporarily on Athena client machines
remains within Athena’s secure network and is
stored in an encrypted drive.
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Provisions within Penelope that assist your
organization in ensuring that ePHI is not improperly
altered or destroyed and that the person seeking
access to ePHI is the one claimed.
Penelope authenticates users via password
protected user accounts and provides an audit
trail for all activities within the system.
Onscreen user and date/time stamps are
available in many areas of the program.
In addition, for notes, documents, letters,
surveys, assessments and other clinical
documentation, information can be locked with
the name of the user(s) that created and locked
the information displayed on the screen with a
date/time stamp.
Copies and revisions can be created retaining
the original non-modifiable version.
Digital signature functionality is available for
documentation that corroborates the user that
completed the form and, if desired, a manager
or supervisor that reviewed the information.

Deletion passwords can be set for key
components of health records.
Penelope also has been designed with robust
referential integrity that assists in protecting
against inadvertent or malicious deletion of
data.
Within Penelope, user access is authenticated
by login and passwords.
It is recommended that login names identify the
user (as these are often displayed onscreen for
users that created or last modified records) and
that passwords are complex.
The default password settings in Penelope
enforce strong passwords. However, it is up to
e a c h o r g a n i z a t i o n t o a p p l y p a s s w o rd
restrictions that are consistent with their own
policies and procedures.
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PRIVACY OF INDIVIDUALLY IDENTIFIABLE HEALTH
INFORMATION
Athena Software is highly committed to
ensuring that protected health information
remains confidential, is not viewed, acquired or
otherwise accessed by any Athena staff except
in response to a specific authorized request
from your organization or otherwise as required
by law.
Athena Software’s Business Associate
Agreement defines permitted and nonpermitted uses and disclosures of protected
health information based on the principle of
Minimum Necessity.
These terms form our standard practices
irrespective of jurisdiction. As such, data is not
used or disclosed by Athena staff except as
authorized by your organization to perform
specific service requests or as required by law.
Furthermore, all incidents that involve either a
use or disclosure of ePHI to or by Athena staff
as well as all activities involving access to
information systems that store ePHI are tracked
by Athena as per the security incident tracking

and breach assessment requirements of the
HIPAA omnibus rule, allowing for timely and
accurate accounting of disclosures of PHI for all
clients, irrespective of jurisdiction.
It is up to each organization to ensure that their
staff comply with organizational policies and
procedures in their interactions with Athena
Software.
However, Athena supports your efforts by
logging any incidental or otherwise
unauthorized uses and disclosures to Athena
by staff or third parties associated with your
organization in our security incident tracking
tool.

STILL HAVE QUESTIONS?
Please do not hesitate to contact us with
questions or concerns about Athena’s security
and privacy standards. We will be pleased to
provide additional information as appropriate.
For additional information, please contact our
risk
management
team
at:
RMT@athenasoftware.net
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